
=================================
Base system (basesystem)
=================================

[WARNING] 'apt' (the system's package manager) is currently configured to install any 'testing' upgrade for
YunoHost core.
  - This is probably OK if you know what you are doing, but pay attention to the release notes before installing
YunoHost upgrades! If you want to disable 'testing' upgrades, you should remove the 'testing' keyword from
'/etc/apt/sources.list.d/yunohost.list'.

[WARNING] There's been a suspiciously high number of authentication failures recently. You may want to make
sure that fail2ban is running and is correctly configured, or use a custom port for SSH as explained in
https://doc.yunohost.org/security.

=================================
Internet connectivity (ip)
=================================

[WARNING] The server does not have working IPv6.
  - IPv6 should usually be automatically configured by the system or your provider if it's available. Otherwise, you
might need to configure a few things manually as explained in the documentation here:
https://doc.yunohost.org/ipv6.

=================================
DNS records (dnsrecords)
=================================

[ERROR] Some DNS records are missing or incorrect for domain yuno-ralph.run.place (category basic)
  - Please check the documentation at https://doc.yunohost.org/dns_config if you need help configuring DNS
records.
  - The following DNS record does not seem to follow the recommended configuration:
    Type: A
    Name: @
    Current value: 140.177.194.36
    Expected value: 140.177.198.105

[WARNING] Some DNS records are missing or incorrect for domain yuno-ralph.run.place (category mail)
  - Please check the documentation at https://doc.yunohost.org/dns_config if you need help configuring DNS
records.
  - According to the recommended DNS configuration, you should add a DNS record with the following info.
    Type: MX
    Name: @
    Value: 10 yuno-ralph.run.place.
  - According to the recommended DNS configuration, you should add a DNS record with the following info.
    Type: TXT
    Name: @
    Value: "v=spf1 a mx -all"
  - According to the recommended DNS configuration, you should add a DNS record with the following info.
    Type: TXT
    Name: mail._domainkey
    Value: "v=DKIM1; h=sha256; k=rsa;
p=MIGfMA0GCSqGSIb3DQEBAQUAA4GNADCBiQKBgQCsEKf3rGB2KttWHgflh6OPtIQkO+oXn/LjXtilRC78



y893JYJ+oqCi+tfCwy3Y+JBy1UgztsoJj6sQGXkUYAeCCDOO1pbZDGuXqAf0H7q5A+22PEDF6tSxjAqTTGQxl
G8GjT5GIQ8PNy6hIpU/fZz2gzFJ+PK0d2Npy0yJrl3RJQIDAQAB"
  - According to the recommended DNS configuration, you should add a DNS record with the following info.
    Type: TXT
    Name: _dmarc
    Value: "v=DMARC1; p=none"

[WARNING] Some DNS records are missing or incorrect for domain yuno-ralph.run.place (category extra)
  - Please check the documentation at https://doc.yunohost.org/dns_config if you need help configuring DNS
records.
  - According to the recommended DNS configuration, you should add a DNS record with the following info.
    Type: A
    Name: *
    Value: 140.177.198.105

=================================
Ports exposure (ports)
=================================

[ERROR] Port 80 is not reachable from the outside.
  - Exposing this port is needed for web features (service nginx)
  - To fix this issue, you most probably need to configure port forwarding on your internet router as described in
https://doc.yunohost.org/providers/isp_box_config

[ERROR] Port 443 is not reachable from the outside.
  - Exposing this port is needed for web features (service nginx)
  - To fix this issue, you most probably need to configure port forwarding on your internet router as described in
https://doc.yunohost.org/providers/isp_box_config

[ERROR] Port 587 is not reachable from the outside.
  - Exposing this port is needed for email features (service postfix)
  - To fix this issue, you most probably need to configure port forwarding on your internet router as described in
https://doc.yunohost.org/providers/isp_box_config

[ERROR] Port 993 is not reachable from the outside.
  - Exposing this port is needed for email features (service dovecot)
  - To fix this issue, you most probably need to configure port forwarding on your internet router as described in
https://doc.yunohost.org/providers/isp_box_config

[ERROR] Port 1935 is not reachable from the outside.
  - Exposing this port is needed for [?] features (service owncast)
  - To fix this issue, you most probably need to configure port forwarding on your internet router as described in
https://doc.yunohost.org/providers/isp_box_config

=================================
Web (web)
=================================

[WARNING] Could not diagnose if domains are reachable from outside in IPv4.
  - Error: HTTPSConnectionPool(host='diagnosis.yunohost.org', port=443): Read timed out. (read timeout=30)



=================================
Email (mail)
=================================

[ERROR] Reverse DNS is not correctly configured for IPv4. Some emails may fail to get delivered or be flagged as
spam.
  - Current reverse DNS: fiber-105.ofallon.il.i3broadband.com
    Expected value: shinevar.nohost.me
  - You should first try to configure reverse DNS with shinevar.nohost.me in your internet router interface or your
hosting provider interface. (Some hosting providers may require you to send them a support ticket for this).
  - Some providers won't let you configure your reverse DNS (or their feature might be broken…). If you are
experiencing issues because of this, consider the following solutions:
     - Some ISP provide the alternative of using a mail server relay though it implies that the relay will be able to spy
on your email traffic.
    - A privacy-friendly alternative is to use a VPN *with a dedicated public IP* to bypass this kind of limits. See
https://doc.yunohost.org/vpn_advantage
    - Or it's possible to switch to a different provider

[ERROR] Your IP or domain 140.177.198.105 is blocklisted on Spamhaus ZEN
  - The blocklist reason is: "Listed by PBL, see https://check.spamhaus.org/query/ip/140.177.198.105"
  - After identifying why you are listed and fixing it, feel free to ask for your IP or domain to be removed on
https://www.spamhaus.org/zen/

=================================
Services status check (services)
=================================

[WARNING] Service mongodb is unknown :(
  - You can try to restart the service, and if it doesn't work, have a look at the service logs in the webadmin (from the
command line, you can do this with 'yunohost service restart mongodb' and 'yunohost service log mongodb').

[ERROR] Service yunomdns is dead :(
  - You can try to restart the service, and if it doesn't work, have a look at the service logs in the webadmin (from the
command line, you can do this with 'yunohost service restart yunomdns' and 'yunohost service log yunomdns').

=================================
System configurations (regenconf)
=================================

[WARNING] Configuration file /etc/apt/sources.list.d/extra_php_version.list appears to have been manually
modified.
  - This is probably OK if you know what you're doing! YunoHost will stop updating this file automatically… But
beware that YunoHost upgrades could contain important recommended changes. If you want to, you can inspect the
differences with 'yunohost tools regen-conf apt --dry-run --with-diff' and force the reset to the recommended
configuration with 'yunohost tools regen-conf apt --force'

[WARNING] Configuration file /etc/default/dnsmasq appears to have been manually modified.
  - This is probably OK if you know what you're doing! YunoHost will stop updating this file automatically… But
beware that YunoHost upgrades could contain important recommended changes. If you want to, you can inspect the
differences with 'yunohost tools regen-conf dnsmasq --dry-run --with-diff' and force the reset to the recommended
configuration with 'yunohost tools regen-conf dnsmasq --force'



[WARNING] Configuration file /etc/fail2ban/jail.conf appears to have been manually modified.
  - This is probably OK if you know what you're doing! YunoHost will stop updating this file automatically… But
beware that YunoHost upgrades could contain important recommended changes. If you want to, you can inspect the
differences with 'yunohost tools regen-conf fail2ban --dry-run --with-diff' and force the reset to the recommended
configuration with 'yunohost tools regen-conf fail2ban --force'

[WARNING] Configuration file /etc/postfix/main.cf appears to have been manually modified.
  - This is probably OK if you know what you're doing! YunoHost will stop updating this file automatically… But
beware that YunoHost upgrades could contain important recommended changes. If you want to, you can inspect the
differences with 'yunohost tools regen-conf postfix --dry-run --with-diff' and force the reset to the recommended
configuration with 'yunohost tools regen-conf postfix --force'

[WARNING] Configuration file /etc/postfix/master.cf appears to have been manually modified.
  - This is probably OK if you know what you're doing! YunoHost will stop updating this file automatically… But
beware that YunoHost upgrades could contain important recommended changes. If you want to, you can inspect the
differences with 'yunohost tools regen-conf postfix --dry-run --with-diff' and force the reset to the recommended
configuration with 'yunohost tools regen-conf postfix --force'

[WARNING] Configuration file /etc/postfix/sasl_passwd appears to have been manually modified.
  - This is probably OK if you know what you're doing! YunoHost will stop updating this file automatically… But
beware that YunoHost upgrades could contain important recommended changes. If you want to, you can inspect the
differences with 'yunohost tools regen-conf postfix --dry-run --with-diff' and force the reset to the recommended
configuration with 'yunohost tools regen-conf postfix --force'

[WARNING] Configuration file /etc/postfix/sasl_passwd.db appears to have been manually modified.
  - This is probably OK if you know what you're doing! YunoHost will stop updating this file automatically… But
beware that YunoHost upgrades could contain important recommended changes. If you want to, you can inspect the
differences with 'yunohost tools regen-conf postfix --dry-run --with-diff' and force the reset to the recommended
configuration with 'yunohost tools regen-conf postfix --force'

[WARNING] Configuration file /etc/ssh/sshd_config appears to have been manually modified.
  - This is probably OK if you know what you're doing! YunoHost will stop updating this file automatically… But
beware that YunoHost upgrades could contain important recommended changes. If you want to, you can inspect the
differences with 'yunohost tools regen-conf ssh --dry-run --with-diff' and force the reset to the recommended
configuration with 'yunohost tools regen-conf ssh --force'

[ERROR] The SSH configuration appears to have been manually modified, and is insecure because it contains no
'AllowGroups' or 'AllowUsers' directive to limit access to authorized users.

=================================
Applications (apps)
=================================

[WARNING] An issue was found for app Minchat
  - This application is not in YunoHost's application catalog. If it was in the past and was removed, you should
consider uninstalling this app as it won't receive upgrades and may compromise the integrity and security of your
system.

[WARNING] An issue was found for app Shell In A Box
  - This application is not in YunoHost's application catalog. If it was in the past and was removed, you should
consider uninstalling this app as it won't receive upgrades and may compromise the integrity and security of your
system.


